The London Borough of Brent Pension Fund Risk Register 2021
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1 |Risk Area Disaster Recoverv Risk & Outline Likelihood | imoact | Score |Control Owner | Test |Next Review |Comment 1
Loss of or unable to access admin systems for:
a) Pensions
11 b) Payroll 1 10 | 10 |BrentCouncil Business Continuity | g0 | Annual 2021 | Brent Council disaster recovery plan in place
Procedures
c) Pensioner payroll
Operational Disaster Recovery Plans Brent
Database of all:
a) Advisors .
111 Pension Systems I.T. T 10 | 10 | . Brent | Annual 2021 |Held as hard copy by Brent Council's Legal Department
c) Contracts
12 Loss of or unable to access LPP admin systems for pensions 1 6 6 |LPP Shared Service Agreement. PP | Annual 2021 ;ﬁj’:“;‘ October 2018 LPP disaster recovery plan in place s part of their Shared Service Agreement with Brent
Operational Disaster Recovery Plans LPP
121 LPP Pensions Admin System (Altair) used by Brent Council Employers, Maintained Schools and Academy’s 1 6 6 [LPP Shared Service Agreement LPP | Annual 2021 |LPP have arecovery plan in place for their pension admin platform Altair (External provider Aquila/Haywood)
2 |Risk Area Business Continuity Planning Risk & Outline Likelihood [Impact |Score |Control Owner |Test Next Review [Comment
21 |Business Continuity LPP Financial Standing 1 10 | 10 |LPP Service Contract Brent | Annual 2021 | Brent Council discuss LPP budget at regular contract monitoring meetings.
3 [Risk Area Risk Planning Risk & Outline Likelihood [Impact |Score |Control Owner |Test Next Review [Comment
Not monitoring
a) Risk and the risk plan The Risk Register is monitoring and reviewed by the Scheme Manager and the Pensions Board.
b) And amending it as required
©) Or adding new areas of isk as they appear Areas of risk are when required:
34 |Risk Planning And Monitoring 5 10 | 10 |RiskPlan Brent | Annual 2021 |a) Updated
Will lead to the risk plan being: b) Amended
a) Inaccurate ©) New risks added if identified
) Known risks not being accounted for
©) No plans to address these risks
4 [Risk Area Data Security Risk & Outline Likelihood [Impact |Score | Control Owner |Test Next Review [Comment
External attack, loss of data, locked out of data, poor intemal procedures
can lead to an increased risk of attack from: Brent Council Data Security
41 2 outside 2 10 | 20 [pe oo Brent | Annual 2021 | Procedures on data security in place, systems kept up to date with latest security updates
b) or internal fraud
412 Not backing up data regular using secure backup systems 2 10 | 20 |DataBack Up Procedures. Brent | Annual 2021 |Datais backed up on an incremental basis daily and fully backed up weekly, data kept in secure sites.
a) Clean desk polices not being adhered to: Possibility of:
b) Cabinets left open or not locked Brent Council Data Securis a) Sensitive data being seen by unauthorised persons
413 |Data Security ¢) Documents left out overnight 2 5 10 | proceduren 4 Brent | Annual 2021 b) Data theft
d) Documents left on colleagues desk when they are away ) GDPR breached
€) Computer not locked when operator leaves their desk €) Brent Councils reputation put at risk
Taking laptops away from desk that are not password protected with encryption, using them on public
"anspgo:p ops away P P P 9 publ This can lead to:
Large losses of sensitive data
Brent Council Data Security a
414 1 5 5 Brent | Annual 2021 |b) Unauthorised people seeing sensitive data while on public transport
Not storing laptops in secure location when not in use Procedures
9 laptop: ©) Breach of GDPR
d) Breach of Councils policies and dismissal from service
General Data Protection Regulations (GDPR) came into effect 25 May 2018, failure to comply with GDPR will ]
Joad tor Brent has GDPR policies in place and publishes GDPR privacy notices:
a) Complaints y a) Online
42 ) Data breaches = 10 | 10 |Brent GDPR Policies Brent | Annual 2021 b: Yanner
©) Possible fines €) In news letters
General Data Protection Regulations d)) Loss of reputation d) In communications to its members, employers, academy's, maintained schools
o Sening sansiv data b email ensuing i wil be sent 10 the right reiient e ncrypid, ofusing a soure > = o= Brent GDPR Palicies arent | Annual 2021 | Sensitive data being sent to an unauthorised person or business leading to breach of GDPR
ransmission system
Both Brent and LPP have significant cyber security policies and procedures in place to prevent and deter
Brent Council Data Security cyberattacks.
Unlawful cyber access o attacks could be serious for a scheme and its members, and could in the end result Procedures
43 | Cyber Security in identity theft, loss of data or even loss of financial assets 2 Y Brent | Annual 2021 |qhe impact of a cyber attack could be significant, so it is important for these to be permanently up to date.
LPP Cyber Security Procedures Brent Officers have taken a review of the current cyber security strategy ensuring that extensive measures are in
place and up to date in order to safeguard the integriy, confidentiality and availability (ICA) of information.
5 _|Risk Area Pension Risk_& Outline Likelihood | impact | Score | Control Owner | Test | Next Review |Comment
(Scheme Data)
Scheme Data Provided to LPP by Capita for: . ’
51 |Maintained Schools Missing common and Scheme Specific data not provided by employers, maintained schools and academy’s 5 10 | 50 |LPP DataCheck Brent | Annual 2001 |LPP runatest of the data each month. These scores are included in the Admin Update report taken at each
" Pension Board meeting
Academy's leads to delay in progressing administration for members
Employers
ot updating the record keeping plan L0 take lnto accoun! changes of croumstances thorough the year could Brent record keeping plan to be created to deal with poor common data and scheme Phase 1 of data cleanse
5.2 |Record Keeping Planning ocessing member benafits 9 P quality s 5 10 50 |RKP 2020 Brent | Monthly Monthly | project is now complete. Officers are working with LPP to identify requirements of phase 2 of the project. The
P 9 Record Keeping Plan will be updated and presented to the Board in November 2021.
Employers to export data monthly to LPP system highlighting data problems by import validation, also reporting
(Employer Data) from the admin systems of missing files leads to early indication of employers having data problems
55 |Maintained Schools Failure by Maintained Schools, Academy's, Employers to provide data accurately and on time to the LPP s 10 | so |pas20o srent | Annual 201 | Training to be provided to employers by the LPP on using the systems and what LPP requires from employers
Academy's results in poor scheme data held by the LPP
Employers Revised PAS sets out what employer need to be doing
Supplied Data to Capita
Key Officers to ensure processes are documented and knowledge is being passed on to other members of the
team, to ensure limited disruption in the event of an unexpected absence or leaving the position.
Specialist nature of the work means there are relatively few staff members with knowledge of the Local Training events delivered by extenal parties are available and staff are encouraged to attend
5.4 |Loss of Key Staff Members Authority Pensions Reg and Pension 4 8 32 | Training Plan Brent | Annual 2021

Significant knowledge gap left if specialist staff leave, likely to cause short-term disruption,

External Support is available to mitigate this risk, both from extemal advisors and LPP who manage the fund's
administration




Increase in staff who are unwell leading to:
a) Delays in administrative processing and increase in backlog cases
b) Member benefits being delayed

Brent Council Business Continuity
Procedures

LPP Business Continuity

Situation is being monitored on an ongoing basis.
Staff to observe Government and NHS guidance which is being updated on a regular basis.

Increased use of flexible and remote working technologies are now i place to enable staff to operate in an efficient

55 |Impact of Coronavirus (COVID-19) ¢) Increase in complaints 10 7 70 |Procedures Brent | Ongoing | Ongoing |and effective manner. The Pensions Administration and Finance team have shifted to working from home. Priority
d) Difficulties in meeting key deadiines such as year-end over the last few months has been focussed on ensuring completion of year end activities and priortisation of
Hymans Robertson Business admin related tasks such as death benefits, retirements including ill health and refunds.
Delays in implementing the agreed investment strategy due to volatile financial markets. Continuity Plan (as Fund Actuary
and Investment Advisors) The Fund will not experience any issues in payment of member benefits as a result of market movements. The
Fund will continue to hold a well-diversified portfolio of investments and maintain a long-term perspective.
LPPA has recently been through a procurement exercise for their pension administration system and contracts
§ have been signed with Civica to provide their Universal Pensions Management (UPM) system. The UPM system
Risk in transffering of LPP Admin systems from Heywoods to Civica: will eplace Altair as well as LPP's workflow management system (CMS), both YourFund employer portals and the
a) Delays in timely completion of transfer leading to delayed administrative processing ¢ o CMS), | .
My Pension Online member self-service portal. Project PACE is being delivered by a dedicated team of project
b) Inaccurate transfer of scheme data from one system to the other leading to incorrect calculations of member I
Transfer of LPP Administiation System fom | oo managers and ringfenced project roles to ensure no impact to the day to day performance of the business. It is
56 ¥ 4 7 28 |Risk and Project Plan LPP | Ongoing | Ongoing | expected that Go Live for the Brent Pension Fund will be in September 2022. The project will be spread over 4
Heywoods to Civica ¢) Members benefits being delayed 1 the 2
phases, initially to deliver UPM to those clients whose Heywood contracts will terminate first, The transfer of this
d) Increase in complaints v
O e and costy drain on Brent recources of providing service o its members service from Heywood's to Civica while having many benelfits will also involve isks that are to monitored regulary
by LPP through their Project Plan capturing key dates, task, milestones, risks and controls in place. LPP are to
provide Brent officers with regular updates in weekly and monthly meetings to ensure succesfiul transfer of
administrative systems.
6 Risk Area Plan Events Risk Outline Likelihood | Impact | Score |Control Owner Test Next Review |Comment
Plan events such as:
a) Annual benefits statements. .
b) Year end reporting to the TPR :)‘a\;‘w?::;‘ﬁ' o ently events:
6.1 ¢) Accounting 4 10 | 40 |Plan Calendar Brent | Annual 2021 a
b) What recourses will be used
d) Pension increases o) Completon and Sgn off
€) Plan valuations P '9
Pension Plan Events Planning 1) All require planning in advance to ensure completion on time
Pension projects such: To allow longer term planning for items such as:
a) GMP reconciliation a) GMP reconciliation
6.12 b) Changes in legislation that needs to be actioned 5 10 50 |Plan Calendar Brent Annual 2021 b) gEW Ieg:lauon coming in to Elffecd[
¢) GMP equalised for men and woman ) Ensure Plan events are completed on time
d) Prepare for GMP equalisation
Ttis a statutory responsibily for the scheme manager (o fssue an annual benefit statement (ABS) (o all eligible
active and deferred members by 31 August each year.
Scheme employers are required to submit an end of year return in order to be able to produce an ABS. Following
Failure to have the necessary correct and accurate data willlead to: submission of the retur, employers may be required to respond to queries to clary any data on the retum before
o a) Statements not being sent . 10 | o |LLP Shared Senvice Agreementand | g | anmua 021 |2 ABS can be produced. It i therefore important that end of yearreturns are received prompily. Therefore, delays
- b) Possible delay sending statements whilst this data is obtained and systems updated PAS in submission of returns can lead to a risk that the ABS are not issued by the deadline. Where returns have not
been promily received, Brent and LPP will work together directly with employers to ensure prompt and accurate
Annual Benefits Statements 2020/21 submission of end of year returns.
Annual Benefits Statement dependant on:
a) Common Data
o1 2 Common De e s 10 | 50 |LLP Shored Senvice Agreement | Brent | Amual Jop1 | ImProvement to common and Scheme Specific data being carted out under RKP.
¢) Data being improved from the RKP
Incorrect Statuses, no address, missing data to calculate leads to:
a) Statements not being isstied ) Member data is being dealt with under the Record keeping Plan
6.3 |Deferred Member Benefit Statements 2020/21 b) statement inaccurate 5 10 50 |LLP Shared Service Agreement Brent Annual 2021
) Incorrect valuation and liabilities for the Plan.
Al Plan calendar events to be recorded with plans to enstrre they are carried o, better planning for EOY with pro
6.4 |Year End Retum Failure to complete year end return and submit on time leads to fines 2 10 | 20 |PAS2021 & Plan Calendar Brent | Annual 2021 |active action to get employers to provide data on time in place. Training session provided to employers to assist
completion.
Failure to process an admission agreement within the time frames set on in LGPS regulations can lead to
65 transferring employers pension entitlements being delayed, legal issues stopping the agreement from being 5 10 50 [Internal Controls Brent | Annual 2021 | Process for admission agreements to be strengthened
i and costs incurred that can not be recovered
Not having procedures and processes to processes and monitor agreements are on track and any reason for
6.52 delayed identified and acted on could lead to delays in on of the agreement 5 10 50 |Internal Controls Brent Annual 2021 Monitoring for admission agreement to be improved
Admission Agreements N
Oversight of the legal team and ensuring that they are processing the legal agreements in the time set out in
653 the procedures and requirements of admission agreements is a major factor on processing an admission 5 10 50 |Internal Controls Brent | Annual 2001 | Overseeing of the legal team on admission agreement by the Scheme Manager to ensure no delays and prompt
processing of agreement becomes a priority
agreement on time
6.54 ig‘::’e to keep to rules and regulation on admission agreement will require this failure to be reported to the 5 10 50 |Internal Controls Brent | Annual 2021 | Breeches log to bring attention of failing and lessons leared in processing admission agreements
7 |Risk Area Auto Enrolment Risk Outline Likelinood | Impact | Score | Control Owner | Test | Next Review [Comment
Failure to process auto enrolment on time leads to: Auto enrolment checked monthly for:
a) Member complaints a) Enrolment
71 |Auto Enrolment b) Members unable to opt out of in i 10 10 | Auto Enrolment Procedures Brent | 2020 2021 |b) Optouts
¢) Delayed administration ©) Opt ns
d) Possible action by the regulator to improve or be fined d) Auto Enrol Renewal, as part of Brent procedures for pensions and payroll
8 |Risk Area Regulatory Risk & Outline Likelinood | impact | Score |control Owner | Test | Next Review |Comment
Anti Fraud Initiatives
8.1 |Mortality Benefits paid to people not entitled to benefits from the LGPS 2 5 10 |2019 Anti Fraud Plan Brent Annual 2021 Administration processes check for fraud
Existence
Pension Board members not having the appropriate degree of knowledge and understanding to perform their
dutes. Regular training is provided via a training programme for Pension Board members
8.2 | Pension Board Training L 5 5 | Pension Board Training Plan Brent | Annual 2021 | cions Boand members to complete and pass the TR public pensions course online
Pension Board member not having the right knowledge to make informed decisions and challenge Officers of P P public p
the Council
Conflicts of interest must be declared in the Register of Interests The register of interests and other relevant documents are circulated to the Pension Board for ongoing review and
8.3 |Pension Board Conflict Of Interest 1 5 5 Conflict of Interest Register Brent Annual 2021 are published on the Brent Council's website

Failure to declare an interest can lead to serious consequences and pose a risk to the Plan and possibly
member




Failure to have good governance plans in place which are reviewed and monitored can lead to:
a) Poor administration

b) Increased administration costs

) Poor investment outcomes

d) Increased levels of risk

Multi areas cover governance:
a) Plan Rules
b) Business Plan

Governance is monitored by:
a) Scheme Manager

8.4 |Goverance €) Not understanding what the risks are and having plans to manage the risk 1 3 3 S) ;Ahs 2"15‘ Brent | Annual 2021 |b) ze"s‘“"s g”g“’c
f) Statutory requirements not being met such as: )FC eme Ba”age' ;) i E"S";;‘S d“E ”"‘;I"E‘ee \
g) Annual benefits statements not being produce and sent out E)F ensions < ":'C ) Intemal and Extemal Controls
h) Pension saving statements not being produce and sent out f) Pensions Sub Committee.
i) Year end returns late
Failure to ensure that overall oversight is in place and carried out can lead to:
a) Breaches of the law
b) Poor administration and record keeping
©) Unauthorised payments The Pension Board assists the
a5 |Failure to make provision for oversight of the d) Poor administration being allowed to continue . 5 5 | Scheme Manager n the provision of | 5 | o o
5| administration of the Plan ¢) Failure to meet deadine on time oversight of how the Plan is ‘going The oversight of the plan is carried out by the Scheme manger with assistance from the Pension Board
f) Possible fines administered
g) Fraud to occur
) Loss of confidence and reputation for the Council
Discretions under review on early retirement with actuarial reduction, Discretions are covered under LGPS Rule 30
) (285
86 | Discretions A decison 1 add pension o disegarda reducton on pensionfor ey payment et nreased coss to - - s | chief Financial Officer srent | Annual 2091
ploye In preparing such a statement the Council must have regard to the extent to which the discretions are exercised to
avoid aloss of confidence in the service provided
8.7 |Data Protection Breaches Breaches not recorded and failure to report a breach to the regulator can lead to fines and loss of reputation 3 6 | 18 |BreachesLog Brent | Monthly | Monthly [Breaches log to monitor all breaches and report of breached to the regulator
9 |Risk Plan Funding & Accounting Risk & Outline Likelihood | Impact | Score |Control Owner | Test | Next Review |Comment
Contributions are checked on a monthly basis
Overdue Contributions:
Employers
91 2 10 | 20 |Public Sector Payroll Controls Brent | 2020 Monily | e
Pension Fund Assets not sufficient to pay: Maintained Schools
& Pension benefts Are actively chased
b) Transfer
The Fund's Assets Insufficient To Meet Long
o1 o) Doath bonefis . 10 | 10 |The Funding Stateqy Statement | Brent | TriAnnuat| 2022 | Teport on the 2019 Triennial Review (inclucing the Funding Strategy Statement) was presented to the Pension
Term Liabilities d) Could lead to raising of pensions contributions g Stategy Board at the March 2020 meeting.
©) Plan has to reduce benefits
1) Reassessment of the funding strategy
: The Fund receives regular performance reports on its investments from the custodian. The Fund actuary, Hymans
9.12
T 10 | 10 |Funds Funding Level Assessment | Brent | Monthly | Montnly [ £00 e e overy 3 yomre.
Following the close of the McCloud consultation, Brent Officers have now provided a response to MHCLG following
discussions with the Fund's actuary, Hymans Robertson and the Fund's admin provider LPP. At this stage, it is
9.2 || TiPact of McCloud judgement on Long Term | Court of Aphea ruing iha wansitional protections were unlawful on the grounds of age discrimination could 8 6 | ag |gnenma valuation Funding SURC/| gren | Quarterly | Ongoing | likely that greater admin resource will b required and it is expected that there will be a cost o the Pension
ploYs Scheme. Officers are now in discussions with LPP and Hymans to prepare for the impact as we await the
govemment's formal response to the consltation and the subsequent change in regulations enacted in law.
On 12 February 2021, The Chancellor of the Exchequer determined that the Restriction of Public Sector Exit
Payments Regulations 2020 Regulations should be withdrawn. After extensive review of the application of the Cap,
the Government has concluded that the Cap may have had unintended consequences. On 25 February the
. necessary legislation was laid in Parliament to revoke the Restriction of Public Sector Exit Payments Regulations
9.3 |Exit Pay Reforms :‘Z"y"“:fgf'a“:; gg‘ggé";:’e‘:“wd in the autumn which will alter the way redundancy benefits are caried out for 2 6 12 |Governance & Compliance Brent | Quarterly | Ongoing | 2020 (the Restriction of Public Sector Exit Payments g 2021). The policy that
a9 MHCLG launched in September 2020 on Reforming Local Government Exit Pay is now considered closed. There
will be no further changes made to Local Government pensions or redundancy terms without a further, separate
jon. In light of this, Brent Officers will continue to monitor such updates, liase with the Fund actuary and
update the Pensions Board accordingly.
Procedures in place to deal with pension contributions not being made or late
04 ) - ) "
Pension Contributions not Paid by: Effects the Plans abilities to 2 Lo O Pas Brent | 2020 2021
a) Pay out benefits.
Maintained Schools b) Braking the law on pension contribution colections. Engaging with:
Academy's ©) Unnecessary costs for chasing for contributions. a) Employers
Employers d) Continuing non payment for pension contributions willlead to: b) Academy's
941 &) Breaches for the payment of pension conmbuuon regulations 2 10 205 PAS Brent | Annual 2021 ) Maintained Schools
a) On time ) Being reported for breaches as required by d) With working parties and employer forums
b) Or not at all 0) Delay beneits beginning paid €) LPP to provide more support in this area
1) Refusal to pay ) Can lead to delays in accounting for pension contributions P ea Ry —— -
ontributions are monitored on a monthly basis and late or non payers repo
9.42 ‘ ! v '
& PO e Brent | Annual 2021|2019 Revised PAS to include fines for non compliers
Accounts for the year to 31 March 2021 is to commence the undertaking of the annual auit. Draft Accounts have
95 2 10 | 20 |Annualaudit Brent | Annual 2021 |been taken to the Pensions Sub Commitee. The final accounts and annual report will be taken to the Sub
Committee in October 2021, following sign off from the auditors Grant Thornton.
951 Failure to comply with accounting regulations willlead to serious consequences: 1 10 | 10 |Triennial valuations Brent |TriAnnual| 2022 (2019 Triannual completed. Next triannual valuation 2022
Pension Plan Accounting a) Possible fines
b) Loss of reputation i includi "
952 . 10 | 10 |The Funding Stategy Statement | Brent | TriAnnual| 2022 | AAreporton the 2019 Triennial Review (ncluding the Funding Sirategy Statemen) was presened to the Pension
Board at the March 2020 meeting.
953 i 10 | 10 |Funds Funding Level Assessment | Brent | Monthly |  Monthyy | T Fund receives regular performance reports on it invesiments from the custodian. The Fund actuary, Hymans

Robertson, completes a valuation of liabilties every 3 years,




